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1. Motivation 4. Attacker-Defender Model & Results

Malicious cyber activity cost the US economy between $57 and « Allow attackers to invest in increasing breach likelihood. Modifvina Breach Likelihood with Investment
$109 billion in 2016. Consequently, there has been considerable o Sp(z,v) Vs. S4(z,v) . yins
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Investments and research on cybersecurity, especially in technical
defenses (encryption, intrusion detection, etc.). Yet there remains zy =argmax G-Sa(z,v) —z (2) = 0.8
a significant need to better understand how firms should allocate 220 > o
these investments. + Attackers and defenders take turns investing under rational = -
Our contributions are two-fold: constraints. g 04
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cyber defense to an iterative framework between attackers and state of the system at iteration i is a 3-tuple (v;, Rp i, R4 ;) —— Attacker —_—
defenders. representing the current vulnerability, and remaining funds for 0.0
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of multiple assets in more realistic network structures.. _ - |
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Defines a security breach probability function, $(z, v), indicating : . : I~
how investments in information security, z, can decrease the va,i = Sa(24,,vD,i) = 7 0 5 A 6 8 10 15 14 16
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Optimal investments depend on the information’s value. ere zp,; and z,; result from solving Eq. (1) for z € [0, Rp;| = o5 A | s+ Wulnerability
and Eq. (2) for z € [0, R, ;| respectively. 5 s+ Initial v (t=0)
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Shows that optimal investments may not always increase with R _p . > 0 2 4 6 8 10 12 14 16
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Increasing vulnerabillity.
Provides guidelines for firms investing in information security to Rajiv1 = Rai— 23,

. ; : _ Figure 2: Investments and Vulnerabilities
avoid paying more than ~37% of the information’s expected loss.

3. Generalization to Networks 5. Further Work

How might we extend the Gordon & Loeb model to account - Strategic Optimization — How might defenders invest non-optimally in the short-term to
for multiple vulnerabilities and assets? lead to a more optimal long-term result?
. Represent network as a directed acyclic graph defining « Parameter Estimation — Can we infer future behavior of attackers based on the past? An

entry, intermediate, and leaf nodes. opportunity for machine learning or multi-armed bandit methods.

Generalizations of the Attacker-Defender model to networks — Just as we have
generalized the Gordon & Loeb model, is it possible to extend our attacker-defender
model to interactions and strategies in arbitrarily large networks?

Let R be the set of all paths from entry node to leaf, and £ be
the set of all edges in the graph. Forr e R and e € &:

« L is the loss associated with the leaf node in path 7.
» S (z,v) defines how investments along path r decrease 6. Acknowledgements
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